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1. Executive  
Summary
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• Corporate Australia has received a 
cyber wake-up call in the past couple 
of years, with major incidents and 
the government response to these 
dominating the headlines.

• This has prompted significant 
investment in improving the security 
posture and preparedness of 
Australia’s largest businesses, and a 
rapid upskilling on behalf of company 
directors. While improvements have 
been made, the changing threat 
landscape means no businesses can 
rest on their cyber laurels. 

• However, over the same period, it is 
clear Australia’s small and medium 
enterprises (SMEs), who are facing a 
challenging economic climate, have  
not had similar bandwidth or resources 
to devote to their cybersecurity. With 
an increasing level of threat, the cyber 
protection gap for SMEs is widening.

• While many of the stakeholders we 
talked to believe the SME segment has 
the most to lose from a cyber incident, 
and therefore the most to gain by 
purchasing cyber insurance, only 
10-25% of SMEs hold a standalone 
cyber insurance policy. The cost and 
complexity of cyber insurance are 
significant barriers for many SMEs.

• Bridging the cyber protection gap  
for SMEs will require continued  
(and relentless) collaboration and 
effort across government and the 
insurance industry, as well as within 
the small business community and the 
providers of technology solutions that 
support them.
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2. Introduction
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In October 2022, the Actuaries Institute released the report Cyber Risk and the Role of Insurance1 that analysed the 
cyber vulnerability of organisations from SMEs to large corporates. The Report noted that, while the first lines of defence 
against cyberattacks were good cyber hygiene and security, a vibrant cyber insurance market could provide more than 
financial recompense for risks that break through – it can strengthen those first lines by offering clear signals and 
incentives to business (in the form of eligibility, pricing and sharing of insights) on best-practice standards. The Report 
urged government, businesses and insurers to collaboratively address significant insurance gaps in protection against 
cyberattacks that had already cost the Australian economy billions of dollars. 

Following the release of that report, Australia experienced several large,  
high-profile cyber incidents…
Table 1 highlights the high-profile cyber incidents in Australia over the past couple of years.    

Table 1: Major Australian data breaches over the past two years

Organisation When breach occurred Summary

Optus September 2022 Data breach affecting up to 10 million current and former customers, including 
names, dates of birth, home addresses, telephone numbers, email contacts, 
and numbers of passports and drivers licences. 

Medibank November 2022 Data breach affecting 9.7 million people, including names, dates of birth, 
Medicare numbers and sensitive medical information. Some records were 
published on the dark web. 

Latitude March 2023 Data breach which exposed the personal data of up to 14 million customers, 
including drivers’ licence numbers, and some passport numbers and 
Medicare numbers. 

HWL Ebsworth 
Lawyers

April 2023 This data breach was notable for impacting 65 government agencies’ client 
data, including participants of the National Disability Insurance Scheme. 

Medisure May 2024 This incident impacted the personal and health information of 12.9 million 
people relating to prescriptions, as well as healthcare provider information. 

 
In addition to the high-profile breaches, there was also an increase in reported cybercrime in general. In FY2022/23, almost 
94,000 reports were made to the Australian Signals Directorate (the intelligence and security agency responsible for 
preventing and disrupting offshore cyber-enabled crime, and providing cybersecurity advice), an increase of 23% in the 
number of cybercrime reports on the previous year.2

… which resulted in a series of policy and legislative responses from 
government. 

Over the past couple of years, government has responded in several ways, including: 

• Additional funding allocated to cybersecurity by the Australian Government – For example, the 2023 Budget 
announced $102 million over five years (and $11.8 million per year ongoing) to support and uplift cybersecurity in 
Australia, including enhancing small business cyber awareness.3 

• Establishing a National Office of Cyber Security and appointing a National Cyber Security Coordinator, to support the 
Minister for Cyber Security to lead the coordination of:

 − National cyber security policy

 − Responses to major cyber incidents

 − Whole of government cyber incident preparedness efforts

 − Strengthening Commonwealth cyber security capability.4
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• The release of a new national cybersecurity strategy 
– In November 2023, the Australian Government 
released its new cybersecurity strategy, with the vision 
of Australia being a world leader in cybersecurity by 
2030. The strategy outlines six cyber shields, which 
provide layers of defence against cyber threats:

1. Strong businesses and citizens

2. Safe technology

3. World-class threat sharing and blocking

4. Protected critical infrastructure

5. Sovereign capabilities 

6. Resilient region and global leadership.5 

• Stronger action taken by financial and privacy 
regulators, including:  

 − In December 2022, the maximum penalties for 
breaching the Privacy Act were increased from 
$2.22 million to the greater of: $50 million, three 
times the value of any benefit obtained through 
the misuse of the information, or 30 per cent of a 
company’s adjusted turnover in the relevant period.  

 − The Australian Prudential Regulation Authority 
(APRA) took action against regulated entities for 
breaches in cyber controls. In June 2023, APRA 
imposed an extra $250 million of regulatory 
capital on Medibank6 – a 50% increase – and, in 
December 2023, it imposed additional licence 
conditions on NGS Super following deficiencies  
in its cyber controls.7 

 − The Australian Securities & Investments 
Commission (ASIC) Chair Joe Longo warned 
ASIC will commence proceedings against 
company directors and boards that fail to take 
reasonable steps, or make reasonable investments 
proportionate to the risks that their businesses 
pose.8 

 − The Office of the Australian Information 
Commissioner (OAIC) filed civil penalty proceedings 
in the Federal Court against Medibank in relation 
to its data breach, alleging Medibank failed to take 
reasonable steps to protect customers’ personal 
information from misuse and unauthorised access 
or disclosure in breach of the Privacy Act 1988.9 
The theoretical maximum penalty, although highly 
unlikely, totals $21.5 trillion (which is $2.2 million per 
contravention of the Privacy Act times by the  
9.7 million impacted customers) – signalling the 
gravity of the case.10

• Tightening of privacy regulation – The Attorney-
General’s Department released the Privacy Act 
Review Report in February 2023 which included 116 
proposals for how to make the Privacy Act “fit for 
purpose” and able to “adequately protect Australians’ 
privacy in the digital age”.11 The Australian Government 
released its response to the Privacy Act Review Report 
in December 2023,12 agreeing with 38 of the 116 
proposals, with commentators calling the response 
“concise, cautious and (certainly) consultative”.13 In 
September 2024, the first wave of amendments (23 in 
total) was introduced to Parliament, with the remainder 
of reforms due to be introduced in 2025.14

It is timely to reassess the cyber 
risk landscape two years after the 
report. 
Given the activity that has occurred in this space since the 
publication of the cyber risk report, it is timely to return 
to the issue of cyber risk. We have conducted a series of 
conversations with more than 20 stakeholders, including 
insurers and brokers, members of the legal profession, 
financial institutions, cybersecurity professionals and 
industry bodies. 

The remainder of this paper presents findings from those 
conversationsI and further research.

I Additional information is available in the authors’ presentation to the 2024 All Actuaries Summit and available at https://actuaries.logicaldoc.cloud/down-
load-ticket?ticketId=b40b7417-90c3-46fe-8d78-097623fb64d6
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3. Corporate  
Australia Has 
Received a Cyber 
Wake-up Call
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From our conversations and research, the major events 
in the past two years and government response to these 
have provided a stark cyber wake-up call to corporate 
Australia. 

Australia’s corporate board 
members have upskilled on cyber.
The cyber wake-up call has sharpened boards’ attention 
on all things cyber. In addition to the potential for 
regulatory actions and fines at the company level, there is 
also increased awareness of director-level responsibility 
for cyber preparedness. The ASIC Chair commented 
in late 2023 that, “if boards do not give cyber security 
and cyber resilience sufficient priority, this creates a 
foreseeable risk of harm to the company and thereby 
exposes the directors to potential enforcement action by 
ASIC, based on the directors not acting with reasonable 
care and diligence”.15 

According to the Australian Institute of Company 
Directors (AICD), cybercrime and data security has 
consistently been the top issue “keeping directors awake 
at night” since H2 2021.16,17  In H1 2024, 43% of directors 
selected cybercrime and data security as a top issue, a 
level significantly higher than any other issue.18 

It appears the elevated concern about cyber has been 
met by action. Additional AICD research suggests there 
has been an uplift in boards’ perceived ability to oversee 
cybersecurity. In H2 2022, 60% of surveyed company 
directors agreed that “our board has effective oversight 
of cybersecurity threats to our organisation”. By H1 2024, 
that had risen to 69%.19  Our conversations with industry 
suggest the materials and focus of the AICD itself has 
been valuable in helping board members upskill.  

Corporate Australia has increased 
its spend on cyber technology… 
Our conversations revealed the prevailing mindset is  
no longer “if we’re attacked” but “when we’re attacked”, 
and that approach is reflected in greater expenditure on 
IT security. Gartner, for example, estimates that Australian 
organisations are expected to spend more than  
A$7.3 billion on security and risk management products 
and services in 2024, an increase of 11.5% from 2023.20  

… and increased its cyber 
workforce.  
In 2024, “cybersecurity analyst” was the fastest growing 
job in Australia,21  but shortages of skilled professionals 
remain. The World Economic Forum, for instance, 
estimates: 

• There is a shortage of nearly four million cybersecurity 
professionals globally22  

• The percentage of business leaders reporting they 
were missing the skills and people they needed to 
respond to a cyberattack had risen from 6% in 2022 to 
20% in 2024.23   

Cybersecurity salaries have also increased, with 
recruitment firm JS Careers citing a 35% increase in 
salaries in the cybersecurity field since the start of 2023.24 

In response, the Australian Government has committed to: 

1. Grow and expand Australia’s skills pipeline 

2. Improve the diversity of the cyber workforce 

3. Professionalise the domestic cyber workforce.25

These changes will take time to achieve their goals, and 
some organisations we spoke to were thinking creatively 
about how to fill more immediate skills gaps – including 
looking at candidates from non-IT backgrounds and 
training them in-house.

With the ever-evolving threat 
landscape, however, corporate 
Australia must remain vigilant. 
On the whole, most people we spoke to believe there has 
been a significant step up in understanding and focus on 
cyber issues by corporate Australia. With the fast-moving 
threat landscape – for example, ChatGPT was not publicly 
available when we released our original report – they also 
universally believe there is no time for “patting themselves 
on the back”. A consistent theme emerged: organisations 
should be focused squarely on data governance, ensuring 
data is appropriately classified, stored and disposed of 
when it is no longer required. 
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4. What Is  
Preventing SMEs 
From Uplifting  
Their Cyber 
Capabilities? 
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In contrast, Australia’s SMEs on average have not experienced the same amount of cyber awareness and capability uplift. 
ASIC’s 2023 survey of the cyber maturity of regulated organisations found that smaller organisations consistently reported 
less cyber maturity than medium and large organisations.26  

A survey of Australian small businesses (i.e., businesses with fewer than 19 FTEs) revealed that 44% are classed as 
“unaware and inactive” in their cyber maturity, meaning they are: 

• highly unconcerned about cyber threats and not thinking about or talking about cybersecurity at all; 

• have minimal cyber-safe practices in place; 

• are not providing cybersecurity training; and

• do not have a culture of cyber safety.27 

From our conversations and research, we understand there are several reasons for this. 

The technical nature of cyber and IT means it can be easy to “put your head  
in the sand”… 
Many small businesses put cyber in the “too hard basket”, feeling it is full of technical jargon and they do not know where to 
start. More than 4 in 10 (43%) small businesses believe cybersecurity is too complicated to set up and maintain.28 A survey 
of global small businesses suggests that Australian small businesses report, at a higher rate than their international peers, 
that their biggest barrier to online protection is understanding how to implement cybersecurity measures.29  

43%  
of small businesses 
believe cybersecurity 
is too complicated to 
set up and maintain

62% 
of SMEs have 
reported experiencing 
a cybersecurity 
incident

about 

40% 
of cyber incidents 
target SMEs

35% 
of small businesses find 
cybersecurity practices 
too time consuming to 
implement alongside 
their existing workload
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… and the challenging economic climate means no funds or headspace to 
devote to cyber.  
Small businesses are facing challenging economic circumstances. Australian Small Business and Family Enterprise 
Ombudsman research in 2023 indicated around 43% of small businesses failed to make a profit.30 While the risk of larger 
businesses failing has recently improved, younger and smaller businesses are continuing to struggle.31   

More than one-third of small businesses (35%) find cybersecurity practices too time consuming to implement alongside 
their existing workload.32  

Another significant barrier is cost.33, 34 A 2023 survey of small business leaders revealed 31% had reduced their 
cybersecurity budgets, and that cost is the primary barrier to small businesses exploring their cybersecurity options.35 

Many SMEs think they are “too small to target” by cybercriminals... 
A survey of small Australian businesses revealed only 35% feel vulnerable to attack due to being a small business.36 The 
qualitative results from the same survey indicated that the high-profile attacks of the past couple of years may be further 
reinforcing the view among SMEs that big businesses are the more likely targets of cyberattacks.  

SMEs are very much targets, and the consequences can be existential. 
Small businesses are sadly not immune to cyber incidents. The data reveals about 40% of cyber incidents target SMEs,37  
and 62% of SMEs have reported experiencing a cybersecurity incident.38  

The costs can be significant, and they are rising. In the 2022-23 financial year, the average cost of cybercrime for small 
businesses increased to $46,000 from $40,000 in 2021-22, and for medium businesses it increased to $97,000 from 
$88,000 in 2021-22.39 

For many SMEs, a serious cyber incident would result in business collapse. Anecdotal evidence – not based on Australian 
data – suggests that 50 to 75% of SMEs would not recover financially from a significant cyber incident.40  

In recognition of the challenges facing SMEs, there have been several 
initiatives aimed at lifting their capabilities.  
Recent initiatives targeting SMEs’ cyber capabilities include:

• In Budget 2023, $23 million was allocated to a small business Cyber Wardens program delivered by the Council of 
Small Business Organisations Australia.41 The Cyber Wardens program helps small businesses train their staff to identify 
cyber safety practices they can implement to better protect their business, employees and clients. The Cyber Wardens 
program aims to train up to 50,000 Cyber Wardens across 15,000 small businesses. 

• In November 2023, the Australian Signals Directorate published its Small Business Cyber Security Guide in more than 
25 languages.42

• In May 2024, the AICD and Australian Information Security Association (AISA) jointly released the Cyber Security 
Handbook for Small Business and Not-for-Profit Directors.43 
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5. Why Cyber 
Insurance 
Remains 
Uncommon for 
SMEs  
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Cyber insurance for SMEs at a glance

• Cost of a cyber insurance policy for an SME: 
Starts at around $700 per annum for a sole 
trader and can exceed $50,000 for medium-
sized businesses. 

• Number of cyber insurers offering cyber 
policies to SMEs: More than 10 insurers and 
underwriting agencies (several of which are 
backed by Lloyd’s) offer cyber insurance to 
Australian SMEs. 

• Distribution channels: Cyber insurance is 
typically purchased through a broker, although 
it is possible for some SMEs to purchase 
online. 

• Percentage of SMEs with cyber insurance: 
Estimates range from 10% to 25% 

Despite the threat landscape, cyber insurance is still 
relatively uncommon in the cyber toolkit for Australian 
SMEs, with estimates for cyber insurance coverage of 
Australia’s SMEs ranging from about 10% to 25%.

Our research suggests this is due to several factors.

Cyber insurance is still a relatively 
new product…
The cyber market is growing but still only comprises a 
very small proportion of the Australian insurance industry 
by Gross Written Premium (GWP) – that is, the amount of 
premiums collected – estimated at around $600 million, 
compared to around $16 billion GWP for home insurance. 
As a sign of its growing importance, earlier this year for 
the first time, APRA started reporting cyber insurance as a 
separate line of business in its quarterly statistics release. 

One industry stakeholder we spoke with believes cyber 
insurance is today where management liability was 15 to 
20 years ago – difficult to sell but common practice. They 
thought cyber insurance must similarly “earn its stripes” to 
gain credibility in the market. 

… and SMEs are not necessarily 
aware of what it covers… 
Given cyber for SMEs is a relatively new product, insurers 
are still innovating to discover the right solution to 
resonate with SMEs. Cyber coverage is not standard, and 
there can be confusion about what is or is not covered 
under a cyber insurance policy.44 The CrowdStrike 
outage of July 2024 was a timely reminder, requiring 
policyholders to check whether the outage constituted a 
“cyber incident” under the relevant insuring clause.45 

… and what value it can provide. 
Many stakeholders we spoke to said SMEs were exactly 
the types of organisations that would benefit the most 
from taking out a cyber insurance policy, for factors 
including: 

• A major cyber incident, which was more likely to be 
an existential threat for an SME compared to a large 
corporate;

• SMEs being less likely to have access to and 
resources for the incident response services typically 
offered as part of a cyber insurance policy – such 
as access to public relations firms to shoulder 
discussing data breaches with customers, specialist 
legal representatives, IT services for investigation and 
remediation, and even ransom negotiations; and

• Access to free or discounted services available as 
add-ons to many policies, e.g., access to cybersecurity 
expertise and threat intelligence services, IT vulnerability 
assessments and cybersecurity training – all of which 
can pre-emptively decrease the vulnerability and 
consequences of the SME to a cyberattack.  

Many SMEs are unaware of the benefits available to them. 
While SMEs can buy cyber insurance online with a handful 
of underwriting questions, most organisations typically go 
through their broker to purchase coverage. Through our 
research, we understand brokers have upskilled rapidly 
over the past couple of years, but they are limited by the 
number of one-on-one client conversations they can have 
in a day to explain how a cyber insurance policy works.  

While SMEs can get policies easier 
than a couple of years ago, for many, 
price is still a significant barrier.  
When we published our report in 2022, cyber insurance 
was a hard market (i.e., capital available to underwrite 
cyber risk insurance was relatively tight and therefore 
policies were relatively expensive with limited coverage). 
Things have certainly changed since that time: 

• There is now more capacity in the market – especially 
provided by the numerous new entrants to the market 
arriving over 2023 and 2024. Many of these are 
targeting the SME sector. 

• Insurers are demonstrating greater flexibility 
and willingness to offer tailored coverages to 
businesses.46,47 

• Premiums are flat or falling.

That said, SMEs are particularly resource constrained 
due to the economic climate, resulting in pressures 
on expenses, including overall insurance budgets. 
Our conversations with the insurance industry and 
SME representatives were clear: affordability of cyber 
insurance remains a significant barrier. Many SMEs are 
not yet seeing the value in cyber insurance – it is viewed 
as a relatively expensive insurance product, especially 
compared to more traditional insurance products like 
property and liability insurance.  
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6. Reducing the 
Cyber Protection 
Gap for SMEs
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Small business is vitally important to the Australian 
economy – the small businesses of Australia provide jobs 
for 5.1 million people and contribute to skills development 
by employing 42% of all apprentices and trainees.48 

With the threat of cyberattacks increasing, and little 
capacity for small businesses to deal with this, a 
continual and concerted effort is needed to ensure small 
businesses are not left behind. 

Continue to strengthen national 
cyber defences 
Reducing the overall cyber threat level will benefit 
Australians and Australian businesses, including SMEs. 
The 2023-2030 Australian Cyber Security Strategy 
(which the Actuaries Institute supports49) recognises 
that the responsibility for cyber deterrence should sit 
with those most capable of taking defensive action. The 
strategy includes an intention to disrupt and deter cyber 
threat actors from attacking Australia by building law 
enforcement and offensive capabilities, and shaping 
international legal frameworks, cooperation and 
cybercrime. 

Evaluate and scale up education and 
upskilling initiatives 
As highlighted in Section 4, there are several actions 
underway to improve cyber awareness and resilience of 
Australia’s SMEs – including the Cyber Wardens program 
and guidance in multiple languages published by the 
Australian Signals Directorate. 

While it is too early to assess the effectiveness of recent 
efforts, we recommend thorough evaluation of these 
initiatives targeted at SMEs – especially in considering 
their power to address some of the common challenges 
also outlined in Section 4. If successful, the various 
projects could be rolled out more broadly. 

Make it easy for SMEs to show they 
take cyber seriously 
Efforts are underway to develop consistent, achievable 
and affordable cybersecurity certifications for SMEs. 
For example, Cyber Security Certification Australia is a 
joint industry/government initiative specifically set up 
to address SME cyber resilience through an annually 
updated certifiable standard, led by prominent experts in 
public and private cybersecurity sectors. 

Adopting these standards as industry norms (e.g., 
it becomes mandatory to hold cyber insurance or 
sign contracts with government) could help SMEs by 
simplifying the process of demonstrating their cyber-
safe attitudes and cyber preparedness. This would 
be analogous to the objective external rating systems 

present in other industries, such as Green Star Buildings 
rating program undertaken by the Green Building Council 
of Australia.  

Consider SMEs unique cyber 
challenges in the upcoming round of 
Privacy Act changes 
The Australian Government has announced further 
amendments will be made to the Privacy Act (in addition 
to the amendments announced in September 2024). One 
of the potential changes under consideration is removing 
the small business exemption (Australia’s privacy law 
does not apply to businesses with annual revenue less 
than $3 million). 

Should the exemption be removed, the Government has 
indicated that support will need to be provided to assist 
small businesses to make the change (e.g., tailored 
guidance and a transition period). This support should 
be designed with consideration of the capacity concerns 
outlined earlier in Section 4. 

Keep the dialogue open between 
government, the insurance industry 
and small business 
We understand conversations are already underway 
between the Australian Government, the Insurance 
Council of Australia and the Council of Small Business 
Organisations Australia, including on how to make cyber 
insurance more accessible and affordable for SMEs. 
Continued and enduring dialogue and partnership will be 
required to uplift cyber resilience as the threat landscape 
continues to evolve. 
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