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Cyber risk and the 

role of insurance

Where are we at?

Win-Li Toh

© Win-Li Toh, Taylor Fry

This presentation has been prepared for the 2023 International Congress of Actuaries. 
The Actuaries Institute Australia Council wishes it to be understood that opinions put forward herein are not necessarily those 

of the Institute and the Council is not responsible for those opinions.
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What I’ll cover

• Overview of the Cyber Green Paper

• What’s happened since



4

ABOUT THE CYBER GREEN PAPER
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Cyber Green Paper
• Released 

September 2022

• Written by actuaries 
Win-Li Toh, Ross 
Simmonds and 
technology expert  
Michael Neary
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WHAT’S HAPPENED SINCE
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Reports to the Australian Government’s ‘ReportCyber’ 

• An increase of almost 13% in 

reported cybercrimes from 

FY20/21 to FY21/22

Source: Australian Cyber Security Centre (2023) https://www.cyber.gov.au/sites/default/files/2023-03/ACSC-Annual-Cyber-Threat-Report-2022_0.pdf

https://www.cyber.gov.au/sites/default/files/2023-03/ACSC-Annual-Cyber-Threat-Report-2022_0.pdf
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Notifiable Data Breach reports

• Top 5 sectors to notify data 

breaches: Health service 

providers; Finance;  

Insurance; Legal, 

accounting and 
management services; 

Recruitment agencies 0
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Source: Office of the Australian Information Commissioner (2023) https://www.oaic.gov.au/__data/assets/pdf_file/0026/39068/OAIC-Notifiable-data-breaches-
report-July-December-2022.pdf
Office of the Australian Information Commissioner (2022) https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-
publications/notifiable-data-breaches-report-january-to-june-2022

https://www.oaic.gov.au/__data/assets/pdf_file/0026/39068/OAIC-Notifiable-data-breaches-report-July-December-2022.pdf
https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-january-to-june-2022
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1. Wake up call for Australia
Spending on 
the rise 

Board members 
concerned 

Class actions 
launched 
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2. Insurance update

Companies questioning value Accumulation risk still an issue
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3. Policy and regulatory scrutiny
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3. Policy and regulatory scrutiny

• Released by the Department of 

Home Affairs

• Submissions closed on 15 April 2023

Draft 2023 – 2030 Australian Cyber 
Security Strategy
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SUMMARY


